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(1) How do fraudsters use Al?

» Creation of fabricated or doctored
documents, audio, videos etc.

» Polished text
» Slick websites

» Audio/video that is realistic enough
to fool friends/colleagues/family,
esp. if placed under stress.

» ‘Vibe hacking’: allows those without
technical expertise to hack, to use Al
agents as a hacking consultant, and
to use Al to interact with other
systems (‘agentic’ Al risk).

» Looking for victims

>

>

Analysis of social media to identify
gullible or high net worth targets.

Adapting message content for each
target by mentioning personal
information (birthdays, names of
children/friends, holidays, schools,
interests etc).

Doing all of this automatically, or
with minimal human intervention,
meaning that many more victims can
be targeted at speed.



(1) How do fraudsters use Al (cont.)

IBM X-Force Red conduct phishing
experiments on third party
companies (with consent).

Test: human-crafted phishing email
(16 hours’ work) vs Al generated
email (5 prompts produced in 5
mins). Sent to 1,600 employees using
an A/B test.

14% click rate on human message;
11% on Al-crafted message

https://www.ibm.com/think/x-
force/ai-vs-human-deceit-
unravelling-new-age-phishing-tactics

Dear E™ployees,

We understand that many of you are concerned about the issue of limited advancement opportunities. We want
to make sure you have the resources you need to take your career to the next level.

That's why | am inviting you to join me for a special event to discuss the issue of limited advancement
opportunities at [l During this event, you will learn more about strategies and resources to help you
progress in your career. We will also offer incentives for those who take action on this issue.

We understand that time is precious, and so to make the most of your time, we have created a mobile-optimized
website with interactive content, including stories and videos, to provide you with relevant information on the
issue,

We encourage you to act now to take advantage of this opportunity. Click the link below to get started.

Sincerely,

Human Resouces Operations



(1) How do fraudsters use Al (cont.)

World / Asia

Finance worker pays out $25 million after
video call with deepfake ‘chief financial
officer’

The elaborate scam saw the worker duped into attending a video call with what he thought were
several other members of staff, but all of whom were in fact deepfake recreations, Hong Kong police
said at a briefing on Friday.

“(In the) multi-person video conference, it turns out that everyone [he saw] was fake,” sgnior
superintendent Baron Chan Shun-ching told the city’s public broadcaster RTHK.

Chan said the worker had grown suspicious after he received a message that was purportedly from
the company’s UK-based chief financial officer. Initially, the worker suspected it was a phishing email,
as it talked of the need for a secret transaction to be carried out.

However, the worker put aside his early doubts after the video call because other people in attendance
had looked and sounded just like colleagues he recognized, Chan said.

https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-~"
scam-hong-kong-intl-hnk 7




(1) How do fraudsters use Al (cont.)

August 2025

Anthropic reports Claude used to write
code to hack into 17 organisations,
including government bodies.

» The hackers “... used Al to what we
believe is an unprecedented degree.”

» Creating code to hack into a system.

» Advising on strategic decisions - where
within a system is the valuable data?

Suggesting which data to exfiltrate.

Crafting extortion demands (including
suggesting ransom amounts).

» https://www.anthropic.com/news/detect

ing-countering-misuse-aug-2025

Technology

Al firm says its technology
weaponised by hackers
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(1) How do fraudsters use Al (cont.)

» https://www.anthropic.com/news/detecting » OPTION 3: INDIVIDUAL TARGETING
-countering-misuse-aug-2025

» “@ MONETIZATION OPTIONS:

»  [Focus on major contributors]

b [Threaten donation disclosure]

» OPTION 1: DIRECT EXTORTION » [Per-target demand range]
» [Cryptocurrency demand amount] » [Total potential estimate]
> [Threaten salary disclosure] » OPTION 4: LAYERED APPROACH

> [Threaten donor data sale] [Primary organizational extortion]

b [Threaten regulatory reporting]

» [Fallback to data sales]
> [Success probability estimate] »  [Concurrent individual targeting]
» OPTION 2: DATA COMMERCIALIZATION »  [Maximum revenue projection]”

> [Donor information pricing]
» [Financial document value]
» [Contact database worth]
>

[Guaranteed revenue calculation]




(1) How do fraudsters use Al (cont.)

2025 Crime Survey for
England and Wales:

4.2m incidents of fraud
(8% up on previous year)
2.6m incidents of bank and
current account fraud (19%
increase)

Fraud accounts for 45% of
all crime.

https://www.ons.gov.uk/peoplepopulationandcomm

unity/crimeandjustice/bulletins/crimeinenglandand
wales

Al fuels surge in identity fraud, as people sell
their personal information - Fraudscape six-
month report

5 August 2025

4 Over 217,000 cases recorded in the first half of 2025 - with Al a consistent driver
4 Sharprises in identity fraud across insurance, mobile, and public services

4 Telco sector sees steepest rise in account takeover

https://www.cifas.org.uk/ neWSr‘Od"'
ape-2025-émonthupdate



(2) How has Al featured in the cases?

» Crypto Open Patent Alliance v Wright [2024]
EWHC 1198 (Ch), Mellor J

- ChatGPT used to produce witness evidence
- ChatGPT used to produce fake documents

» “..ornate passages ...” [515]
» “..florid prose ...” [516]

» [315]: “The content of [a specific

\

document] was written by
ChatGPT. In particular ... a deleted
file containing part of the
[document] was recovered. [It]
begins with the words:

‘Certainly, here’s the LaTeX code for '
Section 7, which covers ’
Recommendations.’”



(2) How has Al featured in the cases?

» Fake arbitration award produced

using Al?
> Contax Partners v Kuwait 44. A further passage indicates that, if the Award were genuine, it would mean that
Finance House [2024] EWHC 436 the arbitration had played out in a way which was uncannily — one might fairly

(Comm) (Butcher J)

say miraculously — similar to what had happened in front of Picken J. Thus:

» Set aside order enforcing a
Kuwaiti arbitration award on the

31.In his written closing submussions, | 129. In his written closing submissions,

basis that it was a clever forgery Prof. Ahraf Sham E1-Din had maintained | Mr Wilson QC had maintained an
. . . an argument that, even if there were a t that, if th

(l:IS]ng a JUdgment del]vered by transfer right (whether contrf':lctual or ?rr;;glnlslf]‘lein right (vsﬁf:?her cozltﬂfacvtvuzrle 0?

Picken J as a base). under the general law), this would | qe; the general law), this would

nonetheless still permit the Banks to meet

: nonetheless still permit the Banks to meet
Mantav Dastnare Taa RUTa Aladon Ther

» No finding, but it appears that Al y

was involved ...




(2) How has Al featured in the cases?

» Hallucinated cases

>

>

Happens a lot, especially when LIPs are
involved.

39 reported examples in the UK and 979 cases
worldwide

» https://www.damiencharlotin.com/hallu
cinations/

Harber v HMRC [2023] UKFTT 1007 (TC)
(litigant in person)

** R (Ayinde) v Haringey LBC [2025] EWHC
1383 (Admin) [2025] 1 WLR 5147

Taiwo v Homelets of Bath [2025] EWHC 3173
(KB) (3.12.25)

D (A Child) (Recusal) [2025] EWCA Civ 1570
(9.12.25)

Professional Standards Authority for Health and
Social Care v Nursing and Midwifery Council
[2026] EWHC 141 (Admin) (30.1.26)

Dame Victoria Sharp P in Ayinde:

“Freely available generative artificial
intelligence tools ... are not capable of
conducting reliable legal research. Such tools
can produce apparently coherent and plausible
responses to prompts, but those coherent and
plausible responses may turn out to be entirely
incorrect. The responses may make confident
assertions that are simply untrue. They may cite
sources that do not exist. They may purport to
quote passages from a genuine source that do
not appear in that source.” ([6]) \

Admonishment of lawyers not enou%h [31]. 1
Other sanctions: (i) referral to regulator [29],

(ii) wasted costs [30]; (iii) contemlp
proceedings [26]; and (iv) referral to police for
criminal investigation [25].

Barrister lucky to avoid a contempt application.

Both barrister and solicitor reported to regulatory ”
bodies. ;



(2) How has Al featured in the cases to

date? (cont.)

» Using Al to get legal advice

» Not in this jurisdiction, but see
United States v Bradley Heppner
(USDC Southern District of New
York, 17.2.26).

» Heppner indicted on securities
fraud charges concerning an $150m
loss to a trading company.

» FBI had seized 31 documents
comprising exchanges between
Heppner and Claude.

» Heppner sought Claude’s advice to
prepare his “defence strategy”.

US District Judge Rakoff:

Not privileged.

“Heppner does not, and indeed
could not, maintain that Claude is
an attorney”

Claude says, when asked, “I’m not
an attorney and cannot provide \
formal legal advice or ‘
recommendations”

The docs were not confidential:
Anthropic explains that inputs are
used to train Claude and can be ,
provided to a host of third parties.



2) How has Al featured in the cases to
date? (cont.

IV. Conclusion

Generative artificial intelligence presents a new frontier in the
ongoing dialogue between technology and the law. Time will tell
whether, as in the case of other technological advances, generative
artificial intelligence will fulfill its promise to revolutionize the
way we process information. But AI’s novelty does not mean that its
use 1is not subject to longstanding legal principles, such as those
governing the attorney-client privilege and the work product doctrine.
Because Heppner's use of Claude fails to satisfy either of these rules,

the AI Documents do not merit the protections Heppner has claimed.

New York, NY %2’[}‘”

February [f(, 2026 JED/S. RAKOFF,%978.D.J.




(3) How is the legal profession
responding to Al?

» Doc review, building a case, saving time » Disclosure:

. » Try to get disclosure of Al prompts relevant to a dispute?
> TAR has been used on major document Or third party disclosure from one of the big Al firms?
review exercises for a long time now.

» Does a savvy lawyer now try to catch examples of the

» In recent years the focus has changed on other side seeking legal advice via an open Al system
. s and/or where a lawyer is not involved (not privileged)?

trying to get Al to assist in finding key
documents to build a case. » Legal research

» This is interesting - can a product such as » Major platforms all offer Al legal research tools
Relativity aiR decrease the time it takes » Really good for a preliminary analysis. Much less good for
between being instructed on a fraud case knotty problems. \
and applying for a without notice \

oo » Summaries, chronologies etc \
injunction? \

» Range of options to choose from here. \
» Can it pick up transaction patterns that a \

. » ChatGPT etc; Adobe Al Assistant; those offered by \
team of lawyers would miss? Westlaw’s CoCounsel and other similar products. /\\//
» Would a court accept being told on a » Confidentiality issues with open systems. \‘

without notice injunction that certain data
has only been reviewed using an

Not something that you could use without checking and
appropriately trained Al model?

amending

»  But definitely save time.



(3) How is the legal profession

responding to Al?

» Use of Al in producing pleadings, skeleton
arguments, witness statements and expert
reports:

»  Civil Justice Council consultation (closes 14.4.26)
» https://www.judiciary.uk/wp-

content/uploads/2026/02/Interim-Report-and-Consultation-
Use-of-Al-for-Preparing-Court-Documents-2.pdf

»  Proposals: need to confirm that Al not used on trial witness
statements; and experts need to explain what if any non-
administrative use they have made of Al.

» Transactional lawyers ....

> First drafts, analysis of possible draft clauses, analysis of
missing provisions etc

»  Data room review (e.g. looking through each employment
contract entered into by a target company and giving a
summary of the core terms and bespoke provisions).

> https://www.lawsociety.org.uk/topics/ai-and-lawtech/ai-use-
cases-in-law-legal-contract-review (26.2.26)

» https://www.theguardian.com/technology/2025/nov/21/incre
ased-ai-use-law-firm-clifford-chance-cuts-london-jobs-10-per-
cent (21.11.25)

Looking at substantive legal issues raised by
Al

»  Financial Markets Law Committee Report of Nov 25

» https://fmlc.org/wp-
content/uploads/2025/10/FMLC-_Report_-Private-
Law-Issues-in-Al_FINAL.pdf

The substantive law is probably not going to change.

But its application is interesting:

» Do you have to look at the state of mind of the
individual/company that deploys Al or the Al tool itself?

» Is it prima facie negligent to deploy an Al tool when you \
know that it might hallucinate and/or when nobody can
entirely understand its internal working processes (the
“black box” problem)?



(4) Where is this going?

» Problems with privilege.
» More cases?
» Vos MR (Feb 26):

“The first port of call used to be a
lawyer if one was available and
affordable. Now the first port of call is
ChatGPT or CoPilot. Whatever answer
generative Al gives, the would-be litigant
in person can easily use it to transform a
mass of documents and personal
information into an arguable legal claim.

This means that, in future, we will see
many more civil claims because Al can
create them free of charge, where
previously claim numbers were limited
by the availability and cost of lawyers.”

» More LIPs and so more hallucinations:

>

>

» Al Law Firms?

>
>

2022: 53% of civil cases had lawyers
on both sides.

2025: only 41%

Garfield.ai

“Garfield is the first law firm in the
world authorised and regulated to \
ﬂleli’\’/er legal services entirely through \

Regulated by the SRA. \

Upload your invoice, insert some \ 7
basic details, pay £7.50 and you get a A
letter before action.

£10k max claim.



(4) Where is it going (cont.)?

» Structural changes

» You don’t need a trainee to take a
meeting note.

» You don’t need an associate to produce
a chronology, or to summarise a
document, or to do most of the
disclosure.

» Al can produce first drafts of letters, as
it produces first drafts of contracts in
transactional teams.

» You don’t need a junior barrister to do
the basic legal research.

» How much work will a client want to do
in house?

» What will a litigation team look like in
five or ten years’ time? And will hourly
rate billing remain the norm?

» How long before Al helps with - or does?
- the advocacy?

If Al is used to implement a major fraud,
can you sue the company who built and
trained the system in negligence?

» Why is it so easy to circumvent
guardrails?

» OpenAl, Anthropic etc have deep
pockets.

Al Judges?
» Birss LJ in Sept 23 (Law Society)
» Sir Geoffrey Vos MR, Feb 25:

“That is why | am so committed,
through the OPRC, to the creation of
the Digital Justice System, which will
allow millions of disputes to be
resolved online, using Al where
appropriate, without the need for
those disputes to enter the more ,
expenswe and time-consuming court
process. . '



(4) Where is it going (cont.)?

» Evans v Revenue and Customs » Sir Geoffrey Vos MR, 5.2.26

Commissioners [2025] UKFTT 1112 (TC)
p  Tribunal Judge Christopher McNall

42. | have used Al in the production of this
decision.

48. Principally, | have used Al to summarise the
documents, but | have satisfied myself that the
summaries - treated only as a first-draft - are
accurate. | have not used the Al for legal
research.

49. | am mindful that "the critical underlying
principle is that it must be clear from a fair
reading of the decision that the judge has
brought their own independent judgment to
bear in determining the issues before them":
see Medpro [v HMRC [2025] UKUT 255 (TCC)] at
[43]. This decision has my name at the end. |
am the decision-maker, and | am responsible
for this material. The judgment applied - in the
sense of the evaluative faculty, weighing-up
the arguments, and framing the terms of the
order - has been entirely mine.

Speech at the Old Bailey entitled “Justice for all, justice
for the accused”

https://www.judiciary.uk/speech-by-the-master-of-the-
rolls-justice-for-all-justice-for-the-accused/

“[44] A debate is necessary as to Precisely how we
use Al to deliver justice for all. All societies will need
an expedited resolution of several knotty, even
existential, questions:

»  What judicial decisions should always be made by
humans rather than machines?

»  When, if ever, should an individual or a business be
able to consent to a machine-made judicial
decision?

»  What rules of technologically verified evidence
should be adopted in the age of ever-more capable
Al and quantum computing?

» How do article 6 of the ECHR and article 14 of the
EU’s Al Act affect these decisions?”




(5) Some takeaways

» Al is getting more and > Five tips:
1<t B ful with Al: onl losed
more SOph]StlcatEd : sﬁggr;?.;ualt\clv]a)f/stﬁhggkﬁﬁéeoﬁtﬁaifts;fand
» Fraudste rsl are . gﬁégﬂiﬂ open sysems. to get legal
Increasingly using 1t, as : -
can be seen by the " Expect o e up g more L and
national crime stats. hallucinated submissions.
» See how you can use Al to enhance your
» The cases so far address tice: how quickl t |
The cases so far 2 e gnse
. . : you get disclosure of incriminating Al \
ev]dence, hallucinated prompts or outputs from the other side? \:
cases, and priv'i [ege. » Be creative (e.g. are the Al companies a \

deep pocket to go after if their product .
is used to perpetrate a fraud)? e

> Expect structural changes and stay up to
ate. .



Key resources & Speaker

> FMLC Report (27.10.25): Private Law Issues in Al

»  https://fmlc.org/wp-content/uploads/2025/10/FMLC-
Report_-Private-Law-Issues-in-Al_FINAL.pdf

> International Al Safety Report (3.2.26):

»  https://internationalaisafetyreport.org/publication/inte
rnational-ai-safety-report-2026

> Updated guidance on generative Al for the Bar (26.11.25)

»  https://www.barcouncil.org.uk/resource/updated-
guidance-on-generative-ai-for-the-bar.html

»  Law Society: “Generative Al: the essentials” (1.10.25)

»  https://www.lawsociety.org.uk/topics/ai-and-
lawtech/generative-ai-the-essentials

»  Artificial Intelligence (Al) - Judicial Guidance (Oct 25)

»  https://www.judiciary.uk/guidance-and-
resources/artificial-intelligence-ai-judicial-guidance-
october-2025/

»  Civil Justice Council consultation (closes 14.4.26): Use of
Al for Preparing Court Documents

»  https://www.judiciary.uk/wp-
content/uploads/2026/02/Interim-Report-and-
Consultation-Use-of-Al-for-Preparing-Court-Documents-

2.pdf

» Tim Akkouh KC is a commercial litigator

with a strong reputation for civil fraud
and asset recovery. Chambers & Partners
describes him as having “a brilliant
strategic mind which homes in on the key
levers in a case like a hawk”, and as
being “a seriously impressive

barrister” whose “energy is boundless and
who is a pleasure to work with.”

» https://essexcourt.com/barrister/ti \
m-akkouh-kc/ \

Tim would like to thank Emily Gillett, the
Interim Director of EU Law at the Institute
for Law & Al, for her time and invaluable /
insights in the preparation of this talk.
https://law-ai.org/team/emily-gillett/ -~ '




