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Social media: balancing an 
employee’s personal life and the 
employer’s reputation
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CONDUCT OUTSIDE OF WORK

— Employees can be dismissed for a reason relating to their conduct outside of work.

— Does the relevant conduct relate to the employment relationship?

— Social media activity outside of work has the potential to bring the employer into disrepute and 
damage its public image.
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DISMISSAL FOR MISCONDUCT

Statutory test (s98(4) ERA)
Ask whether, having regard to the reason identified by the employer for the dismissal, in the circumstances, the 
employer acted reasonably in dismissing for that reason.

– Did the employer undertake a fair investigation in reaching the decision to dismiss?
– Did the employer act reasonably in treating the misconduct it identified as a sufficient reason for 

dismissal?
Burchell test

– Did the employer believe the employee to be guilty of misconduct?
– Did the employer have reasonable grounds for believing that the employee was guilty of that misconduct?
– At the time it held that belief, had it carried out as much investigation as was reasonable?

Range of reasonable responses test
Was the employer's decision to dismiss the employee within the range of reasonable responses that a reasonable 
employer in those circumstances and in that business might have adopted?
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EMPLOYEE MONITORING 

Employees must be informed that they are being monitored. The more intrusive the monitoring, the greater the detail required to be 
provided to employees.

1. Data protection
- Electronic forms of workplace surveillance are regulated by the GDPR and the DPA 2018.

2. Statutory regime
- Investigatory Powers Act 2016
- Investigatory Powers (Interception by Businesses etc. for Monitoring and Record-keeping Purposes) Regulations 2018 

3. Right to respect for private life 
- Article 8 of the European Convention on Human Rights
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WHAT ABOUT HUMAN RIGHTS?

The Employment Tribunal should consider whether a dismissal constituted an interference with any of 
the employee's Convention rights when deciding if the employer acted reasonably.

Article 8 ECHR: the right to respect for private life.
— Did the employee have a reasonable expectation of privacy?
— If yes, was the interference with that privacy in accordance with the law and proportionate?

Article 10 ECHR: the right to freedom of expression.
— The Tribunal has tended to find that interference with Article 10 was justified and proportionate 

in order to protect the employer's reputation.
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GIBBINS V BRITISH COUNCIL [2017]
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TAYLOR V SOMERFIELD STORES LTD [2007]
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PRACTICAL LESSONS 

Proactive rather than reactive approach 

Reasonable investigation / Fair procedure 

Objective assessment of damage to company’s reputation 

If you are going to dismiss, clearly identify the reason for dismissal and be prepared to justify it
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