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topics

• What is AI? What are its legitimate uses?

• How can AI be used by fraudsters?

• What can we do about it?
• Prevention is better than cure.
• Investigations and injunctions

• (Ab)use of AI in litigation.
• Going after the tech companies?

• Watch this space …



What is AI?
• AI is the simulation of human intelligence processes by machines, especially 

computers.

• Computers do this by using algorithms, which are essentially sets of rules. 

• Those sets of rules are often applied to input data, which can take many 
forms – text, images, video, audio. This is called ‘machine learning’. 

• The most powerful AI tools today – for example ChatGPT 4 Turbo – are 
trained on the entirety of the internet (they are called Large Language Models 
or LLMs). 



How does AI work? 
“… Here is a simplified overview of how modern AI systems work:

1. Data Collection: The first step is to collect relevant data that the AI system can learn from. …

2. Data Processing: The raw data then needs to be processed and formatted so it can be used for training models. …

3. Training: In this crucial step, machine learning algorithms are trained on the prepared data. There are two main 
training approaches - supervised (the data is already labeled with correct answers) and unsupervised (the model 
itself finds patterns). The models learn rules, relationships and features during many iterations of the training 
process.

4. Evaluation: Before deployment, the AI model is thoroughly tested on new unseen data to evaluate real-world 
performance, and fix issues if required. The accuracy, decision quality and output is assessed.

5. Deployment: Once the model satisfies performance benchmarks, it gets deployed in applications and devices to carry 
out automated tasks involving predictions, classifications, recommendations etc.

6. Retraining: As new data comes in, models are retrained periodically to keep improving and stay up-to-date on evolving 
data patterns through continuous learning.”



How Does AI Work? Cont. 
• 5 key things to know about generative AI like ChatGPT and Claude. 

• (1) Huge datasets
– Experts think that GPT-4 was trained on approximately 13 trillion tokens (a token is basically a short word; longer words are 

made up of two or more tokens).

– Essentially ALL of the internet.  

– As a result, this is called a “Large Language Model” or “LLM”. 

• (2) Huge computing power

– At least 285,000 CPU cores (office computers typically have between 2-6 cores); 10,000 GPUs (Graphics Processing Units) and 
400 GB of network connectivity per second. 

– NYT lawsuit against OpenAI says this: “Even by supercomputing standards, this is unusually complex”

• (3) Huge numbers of connections made between different pieces of data

– Connections between data are called ‘parameters’ (e.g. cats have four legs is a parameter); Chat GPT-4 is thought to have 1.8 
trillion parameters. 



How Does AI Work? Cont. 
• (4) The neural network

– AI mimics the human brain in the way it 
makes connections. 

– It learns patterns and relationships 
between words and phrases.

– Strong relationship between ‘cat’ and 
‘four legs’. 

– Much weaker relationship between ‘cat’ 
and ‘lawsuit’, ‘space rocket’, ‘candle’, etc.

– The phrase ‘four legs’ will also be 
associated with lots of other animals, and 
so there will be a relatively weak link 
between the word ‘cat’ and ‘dog’ for this 
reason alone. 



How Does AI Work? Cont. 
• (5) One word at a time ….

– The neural network is trained by (i) ingesting text and then (ii) testing the parameters that have been produced.

– A key part of the training takes ingested text and covers up a word in a given sentence, e.g. “A cat has four legs”. 
ChatGPT has to figure out what word is missing. If it gets it right, it leaves its rules (parameters) alone; if it gets it wrong, 
it tweaks its parameters or adds new ones. 

– When responding to a user’s question (prompt), ChatGPT also works one word at a time:

• It tries to predict what is the most likely next word.

• Though an element of randomness is introduced to make the language sound human-like. 

• So in answer to the question “How many legs does a cat have?”, ChatGPT would generate text as follows

• A … cat … has … four … legs.

• It might then give you lot of extra information, using its neural network – perhaps about a cat’s anatomy or what cats 
use their legs for; or perhaps about other animals that have four legs etc. 



What Can AI do for you?
• You have probably used AI this month, perhaps 

without knowing.

• 16 uses – some of which you will know about, 
others which you may not.

• (1) Suggesting and correcting text

• (2) Translating text

• (3) Customer service Chatbots

• (4) Composing short suggested emails

• (5) Speech recognition: Siri, Alexa etc. 

• (6) Providing information 

• (7) Producing text / content 

• (8) Coding

• (9) Producing images

• (10) Producing audio

• (11) Producing video

• (12) Facial recognition

• (13) TAR

• (14) Self-driving cars

• (15) Scientific research

• (16) Becoming your personal assistant



What can ai do for you? Cont. 
(1) Suggesting and correcting text



What can ai do for you? Cont.
• (2) Translating text • (3) Customer service Chatbots



What can ai do for you? Cont.
• (4) Composing suggested emails • (5) Voice recognition



What Can AI do for you? Cont. 

• (6) Providing information



What Can AI do for you? Cont. 

• (6) Providing information

– Not just general information …



What Can AI do for you? Cont. 

• (7) Producing text



What Can AI do for you? Cont. 

• (8) Coding (GitHub Copilot, Amazon CodeWhisperer; Divi AI; Tabnine, Replit; Sourcegraph Cody)

• Autocompleting code; testing code; suggesting improvements



What Can AI do for you? Cont. 
• (9) Producing images

• Microsoft Bing Image Creator.

• Prompt: “Show a lawyer giving a presentation on AI.” 

• Then: Show a barrister / QC / KC. Important point: these are NOT stock images; the progam has created them in 
response to my prompts. 



What Can AI do for you? Cont. 

• (9) Producing images



What Can AI do for you? Cont. 

• (10) Producing Audio



What Can AI do for you? Cont. 

• (11) Producing Video - https://www.youtube.com/watch?v=cQ54GDm1eL0



What Can AI do for you? Cont. 

• (12) Facial recognition

– Being deployed at policing the 
coronation, pop concerts, football 
matches, to catch shoplifters in 
shopping centres already. 

– Controversy surrounding use of 
personal data and biases of system.

– https://www.forbes.com/sites/ari
annajohnson/2023/05/25/racis
m-and-ai-heres-how-its-been-
criticized-for-amplifying-
bias/?sh=5325783a269d



What Can AI do for you? Cont. 

• (13) TAR

– Technology Assisted Review is a standard 
feature of big disclosure exercises.

– Lawyers review a sample set of documents to 
train the system for what is important.

– Once an ‘elusion test’ has been passed, the 
humans stop and the technology runs the rest of 
the review.

– Used on the PrivatBank case by both the Bank 
and the First Defendant. 



What Can AI do for you? Cont. 

• (14) Self-driving cars

The Guardian, 27.12.23
https://www.theguardian.com/technology/2023/dec/27/

self-driving-cars-could-be-on-uk-roads-by-2026-says-
transport-secretary



What Can AI do for you? Cont. 

• (15) Scientific research

– Thaler v Comptroller General of Patents, Designs and Trademarks [2023] UKSC 49 (20.12.23)

• Dr Thaler filed two patent applications – one for a new food container, the other for a new emergency beacon – which 
he accepted had been generated by a machine called DABUS which was powered by AI.

• Dr Thaler lost at all levels (though Birss LJ dissented in the CA).

• The term ‘inventor’ within the meaning of the Patents Act 1977 referred to a natural person.

• The SC stressed, however, that it made no observations on the policy question of whether the 1977 Act should be 
amended so that AI-generated inventions qualify in the future. 

– Google GNoME has found 2.2 million new crystals, including 380,000 stable materials that could power 
future technologies: https://deepmind.google/discover/blog/millions-of-new-materials-discovered-with-deep-
learning/

– See further https://www.nature.com/articles/d41586-023-02988-6



What Can AI do for you? Cont. 

• (16) Becoming your 
personal assistant

– Microsoft Co-Pilot is 
already meant to be 
able to organize emails 
and draft responses in 
your own style. Mixed 
results, but the tech is 
only going to get better.

– Booking your dinner 
reservations? 

https://www.youtube.com/watch?v=D5VN56jQMWM&t=174s



How Can AI be used by fraudsters?
• Two key ways AI can be harnessed by 

fraudsters

• (1) To provide apparently legitimate 
material to facilitate or hide a fraud 
(e.g. to make a fraudulent business 
seem credible; to produce deepfake 
images, sound or audio files or 
documents to hide a fraud).

– Remarkably easy to produce convincing 
material.

– See the below and bear in mind that I am a 
non-expert using the free version of ChatGPT.



How Can AI be used by fraudsters?







How Can AI be used by fraudsters?

• Voice impersonation, fake photographs, fake video
– AI produces remarkably accurate recreations of photographs, audio and video

– Sony World Photography Awards (Creative Photography Category) was won in 
2023 by an AI-generated ‘photograph’ called The Electrician.

– Fake audio of Kier Starmer on Day 1 of 2023 Labour Party Conference, 
swearing and berating staff

• 1 million views before it was exposed as being a fake

• See https://www.politico.eu/article/uk-keir-starmer-labour-party-deepfake-
ai-politics-elections/

– Fake video of Slovakian opposition leader talking about rigging the election (he 
later loses to a Russian populist)

• See https://www.thetimes.co.uk/article/was-slovakia-election-the-first-
swung-by-deepfakes-7t8dbfl9b (‘Was Slovakian Election First Swung by 
Deepfake’)



How Can AI be used by fraudsters?

• Examples of uses by fraudsters:

– Creating false identity papers/bank statements/other financial documents.

– Getting past voice recognition systems.

– Giving false instructions / leaving false voicemail messages (e.g. a  CEO supposedly saying ‘pay this bill urgently’; a 
solicitor’s client supposedly saying – pay the sale proceeds to account X).

– Generating images or videos to be used for blackmail or to defame a competitor or litigation opponent (e.g. generating fake 
kidnapping audio / images / video).

– False documents, images, videos etc for use in legal proceedings.



How Can AI be used by fraudsters?

• (2) To automate frauds

– AI can be used to scrape the internet for data about individuals – their birthday (e.g. from happy birthday messages on 
social media); their interests (e.g. from social media posts; LinkedIn; online CVs); their job; their colleagues / friends / old
classmates etc. 

– AI can then be used to compose emails designed to get the recipient to click a link or open a file (resulting in a data theft
or ransomware attack), to provide confidential information (resulting in bank accounts/credit cards being compromised; or 
blackmail), or to make a payment (see further below).

– This can be done at a speed, scale and sophistication that was previously impossible. 

– Some data suggests a 1,000% increase in spear-phishing in 2022: https://www.cnbc.com/2023/11/28/ai-like-chatgpt-
is-creating-huge-increase-in-malicious-phishing-email.html



How Can AI be used by fraudsters?

– Example from WormGPT



Tip 1: Prevention is better than cure

• The key messages is: be suspicious:

– Check historical versions of websites using https://archive.org/web/

– Ask for information that only the correspondent would know (perhaps have a pre-agreed ‘challenge phrase’).

– Be on the lookout for basic factual errors (hallucinations) in otherwise persuasive text

– Are there American spellings/references in a UK document?

– Typos are actually a good indicator that the text is human generated! 
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/

– Perhaps use an AI-detection tool (e.g. https://copyleaks.com )

– Is some of the the text a near identical version of text found on the internet

• See the New York Times’ lawsuit against ChatGPT and OpenAI – see NYT v OpeniAI lawsuit (below).



Tip 2: Investigations & Injunctions

• The easy things …

• (1) Make sure the client isn’t tempted to pay more money to the fraudster to recover 
the initial investment.
– So-called ‘recovery fraud’. 

• (2) Make sure it doesn’t happen again:
– Update security systems.

– Education (see above).

• (3) Try to work out who is behind the fraud.
– Was there internal help? 

– IP data from emails; IP data from those accessing servers; clues in emails / other communications.

– Continue interactions with fraudster under lawyer or police supervision?

– Try to work out which AI system has been used; could potentially lead to a Norwich Pharmacal 
application against OpenAI or similar.  

– Note the newish jurisdictional gateway: PD6B para 3.1(25)



Tip 2: Investigations & Injunctions

• (4) Injunctions
– Courts are being flexible and responsive in responding to challenges presented 

by new tech. 

– Bankers Trust orders to trace funds transferred to fraudsters. 

– Freezing money or crypto that has been stolen / paid as a ransom: see (e.g.) 
AA v Persons Unknown [2019] EWHC 3556 (Comm) (Bryan J)

– Note: care needs to be taken when freezing cryptocurrency to understand 
exactly how it is held: see Pirrozzadeh v Persons Unknown [2023] EWHC 
1024 (Ch) (Trower J).

– To try to prevent the use of stolen information: Bloomsbury Publishing Group 
plc v News Group Newspapers Ltd [2003] EWHC 1205 (Ch) (Morritt VC)

– To shut down fraudulent websites (internet blocking orders): Cartier 
International AG v British Sky Broadcasting Ltd [2018] 1 WLR 3259 (SC).

– Claims/injunctions against persons unknown: Wolverhampton City Council v 
London Gypsies & Travellers [2023] UKSC 47.



Tip 3: (Ab)Use of ai in litigation

• Hallucinations and forgery

• (1) Hallucinations

– AI works by predicting what the next word should be.

– That prediction may be made with a very high – or very low – degree of confidence.

– But at least in generative AI models currently available, you don’t know which. 

– Because the text otherwise reads very well, humans are lulled into thinking that the text is factually accurate. 

– Here’s an example:



Tip 3: (Ab)Use of ai in litigation
– Harber v HMRC [2023] UKFTT 1007 (TC) (4.12.23)

– Taxpayer challenging a modest ‘failure to notify’ penalty imposed in relation to unpaid CGT.

– Taxpayer cited nine cases, in two categories, in support of her appeal. E.g.:

– None of the cases was real. It appeared that they had all been generated by AI. 

– Similar to a US case: Mata v Avianca 22-cv-14161 (PKC), where US attorneys had to file evidence explaining how they 
had relied on cases which just didn’t exist. 



Tip 3: (Ab)Use of ai in litigation
– Now judicial guidance on the use of AI, and how to spot if submissions have been generated using ChatGPT or similar.

– See https://www.judiciary.uk/wp-content/uploads/2023/12/AI-Judicial-Guidance.pdf



Tip 3: (Ab)Use of ai in litigation

• See also guidance from our regulatory bodies:
• https://www.barcouncilethics.co.uk/wp-content/uploads/2024/01/Considerations-when-using-ChatGPT-and-

Generative-AI-Software-based-on-large-language-models-January-2024.pdf

• https://www.lawsociety.org.uk/topics/ai-and-lawtech/generative-ai-the-essentials

• See, e.g., para 25 of the Bar Council’s guidance: 

“Irresponsible use of LLMs can lead to harsh and embarrassing consequences including claims for professional negligence, 
breach of contract, breach of confidence, defamation, data protection infringements, infringement of IP rights (including 
passing off claims), and damage to reputation; as well as breaches of professional rules and duties, leading to disciplinary 
action and sanctions.”

• Watch this space: in Manitoba, lawyers now have to disclose when they have used AI in preparing 
submissions. 



Tip 3: (Ab)Use of ai in litigation

• (2) Forgery

– Documents, images, audio, video etc. 

– A new breed of expert witness?
Artificial Intelligence (AI), Guidance for Judicial Office 
Holders, 12.12.23
https://www.judiciary.uk/wp-
content/uploads/2023/12/AI-Judicial-Guidance.pdf



Tip 4: Deep Mind = Deep pockets

• AI requires a huge amount of computing expertise and processing power.

• The big players in the industry are:

• (1) OpenAI and Microsoft. Microsoft has reportedly invested $13bn in the tech, with the most 
famous product being ChatGPT.

• (2) DeepMind/Anthropic and Google. After DeepMind’s AlphaGo program beat the Go world 
champion in 2016, Google purchased DeepMind for c. $400m. In October 23, Google invested $2bn 
in AI start-up Anthropic (which is developing a rival to ChatCPT called Claude).

• (3) Anthropic and Amazon. In 2023, Amazon announced that it was also investing in Anthropic, 
pouring in $4bn. 

• The big Chinese tech companies, Alibaba, Tencent and Baidu, have also been investing heavily. 



Tip 4: Deep Mind = Deep pockets

• To date, AI litigation has largely been about copyright infringement.

• Most recently, the the New York Times sued OpenAI and Microsoft for using their articles to train 
ChatGPT’s algorithm.

• BUT … let’s say that: 

– a victim of a fraud could prove the OpenAI had been used to produce forged material which had induced him to part 
with money; and

– OpenAI failed to take reasonable steps to prevent such material from being produced.

• Might be arguable that OpenAI owes a duty of care.

• I have found no English case law on duties of care being owed by social media companies, although 
see the various duties imposed by the Online Safety Act 2023. 



Tip 5: watch this space
• At the moment we have Artificial Intelligence. Even now:

• We will probably get to Artificial General Intelligence – which can accomplish any task that humans are 
able to perform – within a decade. 

• And then Artificial Super Intelligence – which can perform any task better than humans! 

• Thought experiment: assume ASI is linked to the internet and is asked to solve global warming; and it 
decides that human overpopulation is the real problem and that something needs to be done about it …



Tip 5: watch this space

• So we will have to keep a close eye on this technology.

• End with something a little bit terrifying  (https://gizmodo.com/gpt4-open-ai-chatbot-task-rabbit-
chatgpt-1850227471) 
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